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Certificate Obligations You will need to revoke your certificate if:

*  You have lost it
As a user of a UK e-Science CA certificate you have to comply

with the CA policy, which includes the following obligations: * Youthinkit may have been compromised

* Any of the information on your certificate, like your name or your

. You need to provide your first name and surname when you email address, is incorrect or has changed
7

request a certificate. You can add additional text if you have two

certificates and need to distinguish between them or if someone * Youare no longer working on a UK e-Science project

else has already requested a certificate with the same name. In this If you are requesting a host/service certificate, you need to remember:
case, we recommend you leave a space after your name and write

the additional text between parentheses. (CP/CPS 3.1.4) * You can only request a certificate for a host/service if you are the system

administrator of the machine or if you have been authorised by the
system administrator. You will be asked to prove that you are responsible
for the machine.

. To have your certificate request approved, you will need to
prove your identity in person to a member of the CA by showing a

valid photo id (passport, driving licence, university/institution photo * You need to provide an email address so that any email sent to it will be
card). received by you.
. You need to keep your certificate safe. * Certificates are valid for 13 months only, so you will need to renew the

certificate once every year.

o Make a backup of your certificate and store it in a safe

¢ You will need to revoke the certificate if:
place.

. o It has been lost
o Protect the backup with a strong passphrase (at least 12

characters) o You think it may have been compromised

o Certificates are valid for 13 months only, so you will need to o Any of the information on the certificate, like the hostname or the

renew your certificate once every year. email address, is incorrect or has changed

. You cannot use your certificate for long term encryption
This document is only a summary of your obligations; by requesting a UK
e-Science digital certificate you agree to be bound to the full list of the

email signing. obligations for certificate owners as outlined in the UK CA policy document
(see section 2.1.3).

. You can use your certificate for accessing resources and for
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