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Introduction

* A Nagios based monitoring system for grid
services

« Designed for a multi-level monitoring system
— Sltes ROCs, Projects

ENOC

Project reportin e h
Down ! = ateen 9 /’ -~ Wonitoring
Collector 4 oD "’ Ticket database
. ; ject o /y\\ escalation
P \ natification
~

\ :‘

.'/
yx

ROC
ope ralor

l‘
A
e Regional
OKJ tlcketmgsystem Alame
| database
D\\ ] %@ '
]
R | Tickets-
N ~ -
\ ‘\\
'\

Alert
\\ \ Regional monitoring
/‘Z"
’ @7
Alarms
Site
admin -
Site
8: standard grid prebas (exscuted by sits) .
: ; S m?.,,"i':‘,gj R: standc gt pr pes exsutec ty o) | & Science & Technology
Site BDII WMS e ! @ Facilities Council

Figure 14 : Interaction between site, regional and central monitoring



Introduction

* Provides a Nagios installation, a glite-Ul and a
configuration tool

« Gathers configuration information from different
sources
— Sites, contacts, services, tests,...
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Components

* 3 main components
— gLite-Ul
— Nagios
— NCG: Nagios Configuration Generator
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gLite-Ul

* To run local tests against grid sites from
the Nagios machine

* Requires a proxy
— Proxy retrieval by Nagios probe
— No functionality to upload
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Nagios

% Home
% Documentation

® Tactical Overview
' Map

Hosts

Services
' Host Groups

rrmary
srid
ervice Groups

Srid
Y Problems

% pvailability
® Trends

s Urnrmar

% Motifications
% Event Log

% Comments
% Downtime
% Process Info
® performance Info
cheduling Queue
Configuration

Current Network Status

Last Updated: Fri Mar 19 09:01:258 GhT 2010

Updated every 601 seconds

Magios® Core™ 320 - wewyw nagios.org

Logged in as AO=UE O=eScience OU=CLRG L =RAL CN=c risting def
cang pavales

iewy Statuz Owerviewe For This Service Group

e Status Summary For This Service Grougp
Wiewy Service Status Grid For This Service Group

e Service Status Detai For &l Service Groups

br srce byProcey -Proceyl ifetime-
My proxy NHs Sc Uk Ok
U ongs.ac.uk
goz-dey.ngs ac uk S br.sroe CAdist-Yersion = oK
hr srce Cerl ifetime Ok
hr zrce GridProsy-Get-ngs ac.uk Ok

hr arce GridProcy -“alid-ngs ac.uk Ok

org.egee. ATPSYOC Ok
org egee CheckConfic G- K

org.eges mpotGocdbDowntimes - 0K
ore.eges MODBESync Ok
org eges RecvFromGueus ﬂ G- K
org.egee. SendTobetricStore M Lo K

org egee SendToktsy 4§ oK
org nagios DiskCheck o Ok
org.nagios ProcessCrond Ok
org nmadgios ProcesshagToGueue Ok
ot nagios Processhpod Ok

Host Status Totals

Up|Down| |

Blo [ o

[ o [ 3

Service Status Totals

o] | Critical
Wl o | o [0 [ o

Service Status Details For Service Group

‘nagios-internal’

03-18-2010 D&:03:16 3d 17h 5¥mBs 173

03-18-2010 11:38:27 1d 21h 23m1s 12

03-18-2010 11:05:52 13d 23h 31m 34z 172
03-19-201007.57:43 3d 17h S6m 37 113
03-19-2010 08:49:55 Bcl 18h 29m 29 1/3

03-19-201008:2212 15d 23h 13m 62 110

03-19-2010 08:42:13 15d 23h 31m 323 1/3

03-19-2010 06:58:03 15d 23h 27m 142 13
03-19-2010 08:35:29 &d 23h 49m 44z 110
03-17-2010 15:03:30 15d 23h 18m 37 1/4

03-17-2010 09:42:32 16c Oh 15m 182 174

03-17-2010 15:03:15 1d 22h 20m 7= 1/

03-18-2010 0&:20:13 16d Oh 9m 352 173

03-19-2010 09:00:39 15d 23h 31m 302 173
03-18-2010 0&:53:00 15d 23h 2Fm 125 1/3
03-18-2010 0&:51:31 15d 23h 22m 545 173

16 Matching Service Entries Displayed

Certificate will expire in 5.03 days (Mar 24 08:41:12 2010 GMT)

Official IGTF version is 1.34. Official LCG version iz 1.34. Installed version is 1.34.
Comparing with LCG version. Yalid distribution version found.

CERT LIFETIME Ok - Certificate will expire in 37515 days (Mar 31 14:34:47 2011 GMT)
MyProxy credential retrieved. YOMS credential retrieved.
Grid proxy is valid. Cerificate will expire in 1063 hours (Mar 19 19:27:43 2010 GMT)

Etror: fetching XML data from wrl: kit foic gridops org
fdowynloadRP php?section=lavoisier&rprname=vocardPublic&vo=all =urlopen error (111,
'Connection refused )=

check_config OK - Mo nevwiupdsted configuration.
GOCDBE_DOWHTIMES OK - Downrtimes successfully synchronized.

MDDBE_SYMNC: mddb-synchronizer was succesfully run, see logfile.

RecyFromGueus O - Mo messages imported.
SendToDh OK - Successfully insered 1 messages.

SendTaohsyg OK - Mo messages to send.

DISK Ok - free space: £ 15269 MB (33% inode=983%) Amp 9037 MB (35% inode=99%%):
Mearfdog 13553 MB (95% inode=99%): Aarinagios 15203 MB (99% inode=99%); Joot
883 MB (96% inode=99%): fdev/shm 501 MB (100% inode=99%.:

PROCS OK; 1 process with command name 'crond'
PROCS OK: 1 process with command name 'msg-to-gueus!
PROCS OK: 1 process with command name 'npcd’
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NCG

« Configuration generator

» Gathering configuration information
from different sources

* Could be used with other monitoring
tools (not only Nagios)
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NCG

» Main configuration file ncg.conf
» Specifies sources of data

« Same structure as Apache HTTP server
configuration

— Global and module-specific parameters
according to markup sections
corresponding to the perl modules inside
NCG
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<MNCe: :LocalMetrics>
<Filex
DE FILE=/etc/neg/neg. localdh

DE DIRECTORY=/etc/ncg/neg-localdbh.d

</Filex>

<Hash:>
NATIVE=Nagio=

</Hash>

#<MDDE/ =

</NCG: :LocalMetricss

ncg.conf

[rootfdgos—dewv NCG]# 1s
ConfigConverter.pm LocalMetrics

CconfigGen LocalMetricsittrs
ConfigGen. pm LocalMetricsittrs. pm
ConfigPubhlish LocalMetrics. pm
ConfigPublish. pm LocalBRules

[rootlgos-dev NCG]#H# ls -FE LocalMetrics/
LocalMetrics/:

File.ptnm Hash.pwm HMDDE.pm

[rootfdgos—dew NCG] # I

LocalRules=. pm
FemoteMetrics
FemoteMetrics. pm
SliteContacts
DlteContacts. pm

SiteDE. pm
sitelnfo
Sitelnfo.pm
Sitelet
DlteZdet. pm

gY



NCG

* Three phases:

— Topology Information Gathering:
e List of sites
* Information about services, hosts, contacts

— Probe Description
* List and description of metrics
« Association between metrics and services

— Configuration Generation
 For a specific monitoring tool (Nagios:::)
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Topology Information

SiteSet: List of sites to monitor

— ATP , File, GOCDB, LDAP

Sitelnfo: Information for each site

— ATP, ENOC, File, GOCDB, LDAP, SAM

SiteContacts: Information for contacts for
each site

— GOCDB

LocalRules: Add/remove contact information
— File

Science & Technology
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er

<NCz::3itelet>

#
#
#
#
#
#
#

-

#

<LDAP>
LDAP ADDRESS=ngszinfo-dev.grid-support.ac.uk
</LDAP>
<GOCDE
ROC=TEI
CERT_STATUS=UncertifiEd
</ GOCDE>
<UEDE>
ROC=TEI
</ UEDE>
<Filex
DE FILE=/etc/ncg/neg. localdb
DE_DIRECTORY=/etc/negs/nog-localdb.d
<fFilex>

FNCG:13iteSets

WNCoG todnle for datherity Site coontacts.

<MCG: :LocalRules>
<Filex
DE FILE=/etc/nogs/nog. localdb
DE DIRECTORY=/etc/neg/noeg-localdh.d
</Filex>
</MNCG: :LocalRuless

# NCG module for gathering Site contacts.
# This data i= used for ALuthZ on Nagios weh interface
<NCG::3iteContactsx
# Thiz will fetch users from SOCDE
# Currently only site admins & sSecurity officers
<FOCDE>
GOCDB_USER=$GDCDB_USER
GOCDE PASSWORD=5G0OCDE PASSTWORD
</ GOCDE:>
</NCG: :SiteContactss

# NCG modules for gathering Site information
<HCG::3iteInfox
<FOCDE>
NODE MONITORED=N
</ GOCDE>
<GOCDES =

# <LDAP>
# LDAP ADDEEZS=ngsinfo-dewv.grid-support.ac.uk
#  LDD HOZT3=1
# </LDALP=>
<Filex
DE FILE=/etc/ncg/nedg. localdh
DE DIRECTORY=/etc/neg/nog-localdh.d
<fFilex
</NCG::3itelnfoxr

<HNCGiiSiteInfo NGS-TTMS:-
<File>
DE FILE=/etc/ncg/nog. WHS
DE DIRECTORY=/etc/nog/neg-localdb.d
</Filex
</NCG::3itelnfoxr
. Tauiuues Cournicit



P P

40D SITE 'NGS-TM3

ncg.localdb

B e B A A e ALMLISAAATS . ke e pr B P f W e d e B e e AAo] e B ke e ddf A d b B A ddde B e e B A AAd e AL

SERVICE METRIC!CE!ngs.general.G3I35H-Test

METRIC METRICSET !ngs.general.G3I33H-Test |GEI35H
HETRIC_PROBE!ngs.general.GSISSH—Test!ngs.generalfGSISSH—prDhe
general . GEIZSH-Test | Nagio=s

general . GEIZSH-Test !timeout ! 60
general.G3IS3H-Test 'path!/fuse/ libexe/grid-monitor ing/ prohes
general . GERISSH-Test !timeout 600

general . GRISSH-Test!interval ' 60

general . GEISSH-Test lretryInterval ! 15

general . G3I35H-Test 'maxCheckAttempts ' 4

METRIC WNATIVE!ngs.
METRIC CONFIG!ngs.
METRIC CONFIG!ngs.
METRIC CONFIG!'ngs.
METRIC CONFIG!ngs.
METRIC CONFIG!ngs.
METRIC CONFIG!'ngs.

METRIC FLAG!ngs.general.G3IS5H-Test !OB3IESS
METRIC FLAG!'ngs.general.G3IS3H-Test !NREPE

METRIC PALRAMETER!ngs.general.
METRIC PARAMETER!ng=.general.
METRIC PALRAMETER!ngs.general.
METRIC PALRAMETER!ngs.general.

ngs.WMS

GIIIIH-Test !'-x!/ete/nagios/globus/ userproxy. pem—ngs . ac . uk
GEIZ8H-Teat ! —pl2222

GEIZSH-Test!-n!0

GEIASH-Test !'—-m'!'ngs.general . GEIZSH-Test

8@ test configuration for NCG::Sitel3et::File
# add =ite egee.srce.hr and CERN-FPROD to
# multizite config

ADD HOST!'ngswmns0l.ngs.ac.uk
ADD HOST SERVICE 'ngswms0l.ngs.ac.uk!WHS

-

-

— —_ Tauiuues Couricn
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Probe Description

* Merges topology information with data

defining tests
 Association between services and tests

* Two types of probes:
— Remote (passive nagios tests)
— Local (active nagios tests)

Science & Technology
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Probe Description

» LocalMetrics: Defines metrics (probe to
be used, VO, dependencies)

— Hash, MDDB, File

« LocalMetricsAttrs: Variable metric
attributes (port number,...)

— Active, LDAP, File

e RemoteMetrics: Metrics information
from central services

— SAM, Nagios, NPM

Science & Technology
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Configuration Generation

Configuration for the specific monitoring
tool

Only Nagios implemented

Lots of variables can be set
— Proxy information

— ROC name

— Probes directory

— Template directory

All this values used in probes

Science & Technology
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Naglos

« Standard installation of Nagios
« Configured by NCG

* Web interface:
— Access by certificates

— Access control list created from
SiteContacts module

Science & Technology
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Home
Documentation

rrent Status

Tactical Overview

® problems
P

) Notifications
' Event Log

Comments

Downtime

Process Info

Performance Info

Scheduling Queue
! Configuration

Daone

Ty -
test.ngs ac.uk

hr.zroe by Prosxcy-ProseyLifetime-
ngs.ac.uk

DS rl.ac.uk

gos-dev ngs ac.uk

hr srce. CAdist-Yersion-nos ac.uk

hr sroe GRAM-Auth-nos.ac.uk

hr srce GRAM-Certl ifetine

hr srce GridF TR-Transter-
noE.ac Uk

ngs.general GRAM-Command-
ngs.ac Uk

ngs.general GSISSH-Test
arig.cstat CE

ot hadios GrHdF TP-Check ﬁr

arg.nmap GRAM

hr srce CAdist-YYersion

hr.sroe. Cerlifetime

hr srce GridProxy-Get-ngs ac.uk

hr.zrce GridProsey-"alid-nos ac uk
org egee ATPSYRC

ard.egee CheckConfio

org.eqee ImportGocdbDovntimes
org.eqee MODBSyNc

arg.eqee RecvFromGueue

org.eges. SendTaobetricStore J,_,L

org.egee SendTobsg ﬂ F

arg.nagios DiskCheck

arg.nagios ProcessCrond
org.nagios ProcesshlsgTotueue

arg.nagios Processhpod

Ok

o OK
Y OK
Y 0K

R oK

oY OK
OK
oK
OK
Ok

Ok

OK
Ok
Ok

QK
0K

Ok
Ok
Ok

Ok
Ok

Ok

Ok
Ok
Ok

Service Status Details For All Hosts

03-23-2010 07:55:00 0d 21h 27m 4= 143

03-22-2010 14:358:28 0d 17h 44m 13z 1/4

03-23-2010 080828 0d17h 4d4m 13z 1/4

03-23-2010 04:36:46 0d 15h 25m 352 142

03-23-2010 073827 0d17h d4dm 14 1/4

03-23-2010 0750026 Od 2h 32m 135 104
03-23-2010 074216 0d 17h 40m 232 1/4
03-23-2010 073827 0d 17h d4dm 14 1/4
03-23-2010 080827 0d 17h 4dm 14z 1/4

03-23-2010 051827 0d 1Fh 44m 14 142

03-22-2010 15:21:13 5d 20h 44m 14z 172

03-22-201015:21:13 17d 22h 52m 47= 172
03-23-2010 072113 0d 21h 29m 1= 143
03-23-2010 08:21:13 0d 21h 28m 33z 143

03-23-2010 07:51:13 19 22h 36m 192 110
03-23-2010 0753036 19d 22h 52m 452 103

03-23-2010 07:41:13 0d Oh #1m 28 143
03-23-2010 07:51:13 120 23h 10m 57= 140
03-23-2010 081929 19 22h 39m 50= 1/4

03-17-2010 02:42032 19¢ 23h 36m 312 1/4

03-22-2010 17:17:36 Od 13h 19m 432 1/4

03-23-2010 05:21:13 3d 18h 17m 18z 143

03-23-2010 08:21:13 19 22h 52m 43= 1/3
03-23-2010 08:21:13 19c 22h 45m 252 1/3
03-23-2010 08:21:13 190 22h 44m T= 13

25 Matching Service Entries Displayed

Certificate will expire in 612 days (Mar 29 10:53:16 2010 GMT)

Official IGTF version is 1.34. Official LOG version is 1.34. Installed version is 1.34.
Comparing with LOG version. Yalid distribution wversion found,

GRAKM Authentication test successful
CERT LIFETIME Ok - Cerificate will expire in 10.15 days (Apr 2 08:31:30 2010
GMT)

Upload to remote computer succeeded. Dovenload from remote computer
succeeded. File successtully remaved from remate computer. Received file is
valid.

GRAM O Command successfully executed. Output is: " 269330626 TERM
environment variahle not set. . Result matches the expected result.

GSISSH Test successful

DK - errors O, warnings 0, info O

FTP QK - 0.058 second response time on port 2811 [220 ngs.rl.ac uk GridF TP
Server 2.5 (gecBddbg, 1152369948-63) ready ]

MMAP Ol - open

Official IGTF version is 1.34. Official LCG version is 1.34. Installed version is 1.34.
Compating with LEG wersion. Yalid distribution version found.

CERT LIFETIME O, - Certificate will expire in 373.97 days (Mar 31 14:34:47 2011
GMTY

MyProxy credential retrieved. YOMS credential retrieved.

Grid proxy is valid. Certificate will expire in 1050 hours (Mar 23 158:51:13 2010
GMT)

Connecting : gridmagl0] cern.ch 6163
check_caonfig OK - Mo newiupdsted configuration.

GOCDE_DOWVWNTIMES OK - Downtimes successfully synchronized.
MODB_SYME: mddb-synchronizer wwas succestully run, see logfile.

RecvFromGueue Ok - Mo messages imported.
SendToDb OK - Successfully inserted 1 messages.

SendTohsy OK - Mo messages to send.

DISK Gk - free space: £ 15252 MB (83% inode=958%: Amp 9037 MB (95%
inode=39%1: Aardog 13419 MB (97% inode=993%: Marnagios 18203 MB (39%
inode=99%: Moot 553 MB (96% inode=39%: fdevizhm 501 MB (100%
inode=39%]:

PROCS OK: 1 process with command name ‘crond'
PROCS OK: 1 process with command name ‘msg-to-gueus’
PROCS OK: 1 process with command name ‘npcd’



N Nagios I_] service Overview ngs.rl.acuk / o... &

Service QOverview
AHours (230310530-2303103:30)

ngs.rl.ac.uk / org.nagios.GridFTP-Check

2@ m |

=

40 m

20 m

o - >
05:40 06:00 06:20 @5:40 07:00 0O7:20 07:40 08:00 OF:20 08:40 O09:00 0920

O time 54,0879 ms LAST 89.6199 ms MAX 69.9603 ms AVERAGE

Default Template
Check Command ncg_check_native

24 Hours (220310 9:30-23.03.109:30)

ngs.rl.ac.uk / org.nagios.GridFTP-Check

128 m
100 m
80 m
n 6O m
40 m
20 m

Mon 12:090
O time 54,0879 ms LAST

Mon 18: 00
118.5243 ms MAX

Tue 0D: Q0
63,2851 ms AVERAGE

Tue 06: 00

Default Template
Check Command ncg_check_native

COne Yeek [ 16.03109:30-23.03109:30)

ngs.rl.ac.uk / org.nagios.GridFTP-Check
400 m

300 m

w200 m
100 m M
16 17 18 19 20 21 22
O time  72.7275 ms LAST  312.5955 ms MAX 69,9745 ms AVERAGE

Default Template
Check Command nca_check_native

One Month ( 21.02.10 9:30 - 23.03.108:30 )

ngs.rl.ac.uk / org.naglos.GridFTP-Check

Dane

E—

I A

I A

T A

Search:|ngs.rl.ac.uk |

AAGBE

Host: @ ngs.rl.ac uk

Service: org nagios. GridFTP-C. .

Hoststate: UP [HARD]
Servicestate: OK [HARD]
Created: 23.03.10 9:23

AHost Perfdata
Forg.gstat. CE
Marg.nagios. GridFTP-C...

PNP is an addon to
nagios which
analyzes
performance data
provided by plugins
and stores them
automatically into
RRD-databases

Science & Technology
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page dizcuzsion wies soUrCe hiztory

n Hr.srce.CertLifetime
. GI [Redirected from Hr sroe GRAM-CertLitetime)
Contents [hide]

1 Description

navigation 2 Intervals
= Main Page 3 Dependencies
= Cormmurnity portsl 4 Bervice groups
m Current events 5 Package
m Recert changes f Probe
m Random page 7 Flags
= Help .

g Troubleshooting
search 8.1 WARMNIMNG

Description

toolhox hletric checks the validity of certificate.
= What links here In case of service checks, it connects to service and retrieves cerificate via 550
m Felated changes . .
] In case of local checks, it opens a cedificate file,
= Special pages
m Printable version | t |
= Permanert link ntervals

Morrnal interval: 24 hours
Retry interval: B0 minutes

Mumber of retries: 4
Dependencies
Service checks should depend on TCP checks.

Service groups »

<gericeMame=, local

Package
chnology

grid-monitoring-probes-hr. srce nCil

Probe



Tests and Probes

* Probe specification in:

https://twiki.cern.ch/twiki/bin/view/LCG/GridMonitoringProbeSpecification

* One probe can include several metrics

* Probe input should include some
arguments (-h, -I, -m, -u)

* Probe output in key value pair format

* Probes written in perl

Science & Technology
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https://twiki.cern.ch/twiki/bin/view/LCG/GridMonitoringProbeSpecification

NSCA

* Nagios Service Check Acceptor

 Tests results can also be sent to the
Nagios box by using NSCA

Science & Technology
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Message Bus (ActiveMQ)

* Results of the tests can be published to
the network of brokers (at CERN)

* Results can be read from there by
anyone interested

* Results can also be read from the
message bus (nagios passive tests)

Science & Technology
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Questions?

cristina.del-cano-novales@stfc.ac.uk



WLCG-Nagios for the NGS

Cristina del Cano Novales



* What options do we have?

WLCG-Nagios for the NGS

What do we need?
Some considerations...
How much work Is 1t?
An example...

Science & Technology
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What options do we have?

* Independent NGS instance?

* NGS instance In parallel to gridPP
Instance?

* One Nagios instance for UKI?

Science & Technology
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What do we need?

 WLCG-Nagios needs:
— List of sites
— List of hosts per site
— List of contacts per site
— List of services per host
— Metrics
— Metrics — services association
— Other smaller bits of information

Science & Technology
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To think about...

What tests are provided out of the box by WLCG-
Nagios?

What tests is INCA running? Are they all
necessary?

Any other tests we might be interested In?

Where do we keep all the information needed?
(GOCDB!)

Science & Technology
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How much work?

Decide on where to store information —
GOCDB!

Get sites to start publishing correct
Information: Site + Hosts + Services +
Contacts

Decide on what we want to test

— use as many WLCG-Nagios tests as we can -
Implement any others we need

Decide on standard way to add tests to
system

Implement.changes on WLCG-Nag% -:g%igﬁgpology



An example...

Science & Technology
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Questions?

cristina.del-cano-novales@stfc.ac.uk



