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Introduction

• A Nagios based monitoring system for grid 

services

• Designed for a multi-level monitoring system

– Sites, ROCs, Projects



Introduction

• Provides a Nagios installation, a glite-UI and a 

configuration tool

• Gathers configuration information from different 

sources

– Sites, contacts, services, tests,…



Components

• 3 main components

– gLite-UI

– Nagios

– NCG: Nagios Configuration Generator



gLite-UI

• To run local tests against grid sites from 

the Nagios machine

• Requires a proxy

– Proxy retrieval by Nagios probe

– No functionality to upload





NCG

• Configuration generator 

• Gathering configuration information 

from different sources

• Could be used with other monitoring 

tools (not only Nagios)



NCG

• Main configuration file ncg.conf

• Specifies sources of data

• Same structure as Apache HTTP server 

configuration

– Global and module-specific parameters 

according to markup sections 

corresponding to the perl modules inside 

NCG



ncg.conf



NCG

• Three phases:

– Topology Information Gathering:

• List of sites

• Information about services, hosts, contacts

– Probe Description

• List and description of metrics

• Association between metrics and services

– Configuration Generation

• For a specific monitoring tool (Nagios…)



Topology Information

• SiteSet: List of sites to monitor

– ATP , File, GOCDB, LDAP

• SiteInfo: Information for each site

– ATP, ENOC, File, GOCDB, LDAP, SAM

• SiteContacts: Information for contacts for 

each site

– GOCDB

• LocalRules: Add/remove contact information

– File





ncg.localdb

ngs.WMS



Probe Description

• Merges topology information with data 

defining tests

• Association between services and tests

• Two types of probes:

– Remote (passive nagios tests)

– Local (active nagios tests)



Probe Description

• LocalMetrics: Defines metrics (probe to 

be used, VO, dependencies)

– Hash, MDDB, File

• LocalMetricsAttrs: Variable metric 

attributes (port number,…)

– Active, LDAP, File

• RemoteMetrics: Metrics information 

from central services

– SAM, Nagios, NPM



Configuration Generation

• Configuration for the specific monitoring 

tool

• Only Nagios implemented

• Lots of variables can be set

– Proxy information

– ROC name

– Probes directory

– Template directory

• All this values used in probes



Nagios

• Standard installation of Nagios

• Configured by NCG

• Web interface:

– Access by certificates

– Access control list created from 

SiteContacts module





PNP is an addon to 

nagios which 

analyzes 

performance data 

provided by plugins

and stores them 

automatically into 

RRD-databases 





Tests and Probes

• Probe specification in:
https://twiki.cern.ch/twiki/bin/view/LCG/GridMonitoringProbeSpecification

• One probe can include several metrics

• Probe input should include some 

arguments (-h, -l, -m, -u)

• Probe output in key value pair format

• Probes written in perl

https://twiki.cern.ch/twiki/bin/view/LCG/GridMonitoringProbeSpecification


NSCA

• Nagios Service Check Acceptor

• Tests results can also be sent to the 

Nagios box by using NSCA



Message Bus (ActiveMQ)

• Results of the tests can be published to 

the network of brokers (at CERN)

• Results can be read from there by 

anyone interested

• Results can also be read from the 

message bus (nagios passive tests)



Questions?

cristina.del-cano-novales@stfc.ac.uk
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WLCG-Nagios for the NGS

• What options do we have?

• What do we need?

• Some considerations…

• How much work is it?

• An example…



What options do we have?

• Independent NGS instance?

• NGS instance in parallel to gridPP

instance?

• One Nagios instance for UKI?



What do we need?

• WLCG-Nagios needs:

– List of sites

– List of hosts per site

– List of contacts per site

– List of services per host

– Metrics

– Metrics – services association

– Other smaller bits of information



To think about…

• What tests are provided out of the box by WLCG-

Nagios? 

• What tests is INCA running? Are they all 

necessary?

• Any other tests we might be interested in?

• Where do we keep all the information needed? 

(GOCDB!)



How much work?

• Decide on where to store information –

GOCDB!

• Get sites to start publishing correct 

information: Site + Hosts + Services + 

Contacts

• Decide on what we want to test 

– use as many WLCG-Nagios tests as we can -

implement any others we need

• Decide on standard way to add tests to 

system

• Implement changes on WLCG-Nagios system



An example…



Questions?

cristina.del-cano-novales@stfc.ac.uk


